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TCPUseandPerformancen Internet2

Stanisla Shalune, BenjaminTeitelbaum

Abstract— Sampled NetFlow data from a core Inter net2
router are analyzedto characterizethe curr ent useand per-
formance of Internet2, with particular emphasison bulk
TCP transfers. The distrib ution of thr oughput, transfer size,
duration, and averagepacket sizefor 48,301obseved bulk
TCPs is presented. The top 10% of bulk transfer TCPs
achieved thr oughputs of 3.9Mbps or greater, while the top
1% of bulk transfer TCPsachievedthr oughputsof 23Mbps
or greater. The median bulk transfer TCP thr oughput ob-
seivedwas880Kbps. Summariesof application and IP pro-
tocol mixes are presented. Popular applications included:
NNTP (19.3% packets, 22.8% octets), active FTP (11.9%
packets,14.2% octets),HTTP (10.5% packets,9.5% octets),
and multicast (6.6% packets, 6.2% octets). Most used IP
protocols were TCP (85.6% packets, 88.7% octets), UDP
(12.5% packets, 10.0% octets), and ICMP (1.4% packets,
0.8% octets).

Keywords— Inter net2, Abilene, OC-48c, backbone, TCP,
thr oughput, NetFlow.

|. INTRODUCTION

HE Abilene backbonenetwork [1] formsthe core of

the high-performancdnternet2 network infrastruc-
ture, connectingover 190 U.S. universitiesand research
centersthrough 50 accesscircuits connectingat twelve
core routers. Accesscircuits run at 155Mbps (OC-3c),
622Mbps (OC-12c),or 2.4Gbps(OC-48c)speedswhile
interior circuits connectingcore routersrun at 2.4Gbps.
All interior circuits and most accessircuits are paclet-
overrSONET(POS).TheremainingaccesgircuitsarelP-
over-ATM. Abilenepeerswith over 20 networksincluding
the vBNS, U.S. federalageng networks (ESnet,NREN,
DREN), and numerousnon-U.S. high-performancere-
searchand educationnetworks. Abilene routing policy
assureghat Abilene only carriestraffic betweernresearch
and educationalinstitutionsand not to or from the com-
mercial Internet. Abileneis truly at the coreof Internet2
andrepresentanappropriatdocusfor macroscopistudy
of Internet2performance.

CiscoNetFlav export wasusedto captureover 13 mil-
lion “flows” over a 24-hourperiodfrom a single Abilene
corerouter Ouranalysishowever, focusesnostlyonbulk
TCP transfers. We presentdistributions and analysesof
throughputsiransferdurations andtransfersizesfor over
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48thousandulk TCPs.

The structureof the paperis as follows. Sectionll
describeshow sampledNetFlov datawere collected,the
methodologyemployed for extrapolating these data to
characterizethe use and performanceof TCPsin Inter
net2,andan experimentalvalidation of the methodology
appliedto estimatingthe throughputof bulk TCPs. Sec-
tion Il summarizeshe completedatasetwith anempha-
sison IP protocoland applicationmix. The heartof the
paperis in SectionlV, which presentsan analysisof the
distribution of throughputtransfersize,duration,andav-
eragepaclet sizefor 48,301obseredbulk TCPs.Section
V concludesby highlighting our mostsignificantfindings
andraisingseveralquestiondor futurework.

Il. METHODOLOGY

HE datapresentedn this paperare basedon sam-

pled Cisco NetFlow [3] recordscapturedfrom the
Abilene Cleveland(CLEV) corerouterover a 24-hourpe-
riod beginning 19 June2001 at 23:00 UTC. Thesedata
were scaledto adjustfor samplingandthenusedto esti-
matethroughputand othermetrics. This sectionpresents
anoverviev of NetFlow, our NetFlowv-basedneasurement
methodologyresultsfrom avalidationexercise andadis-
cussionof limitations.

A. NetFlow

Originally a side-efect of route caching for per
formance, NetFlov monitoring has becomea widely-
supportedfeature of Cisco routers. NetFlov monitors
“flows”, which Ciscodefinesas“a unidirectionalsequence
of paclets betweengiven source and destinationend-
points”[5]. Flow endpointsare identified by sourceand
destinationP addressesswell ashy transporiayerport
number Other defining attributes of a flow include: IP
Protocoltype, Type of Service(ToS),andinputinterface.
New flows arecachedn a“flow table” andaccountingn-
formationfor themmaintainedwhile the flow is active. A
flow may be expired and evicted from the flow table for
ary of thefollowing reasons:

« Flow hasbeenidle 15secondy
« Flow hasbeenactive for longerthan30 minutes;
« Flow is TCPandeitheraFIN oranRSTwascaptured;

'NetFlaw is highly configurablethe specificvaluesmentionechere
werethoseconfiguredto collectthe datafor this paper
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« Flow is amongthe oldestin afull flow table (NetFlov
appliesvariousheuristicsto agegroupsof flows).

Groupsof evicted flow recordsare collectedinto UDP
datagramswhich are exportedfrom the router and col-
lectedexternally

B. DataCollection

Sampledversion5 NetFlown recordsverecapturedrom
the Abilene Cleveland(CLEV) corerouterover a 24-hour
period beginning 19 June2001 at 23:00 UTC. NetFlow
version5 flow recordattributesusedin this paperinclude:
the IP addressestransportlayer port numbers,and AS
numbersfor the sourceanddestination;the valuesof the
IP protocolandTOSfields; SNMPindicesof theinputand
outputinterfaceson the collecting router; start and stop
times; and countersfor obsered pacletsandoctets. Be-
causeNetFlow’'s cacheexpiration policy cankeepa long-
lived flow in the flow tablefor up to thirty minutes,over
twenty-five hours of datawere capturedand reducedto
a dataset of flows having starttimes within the above-
mentioned24-hourperiod.

The CLEV core router has accesscircuits for four
“GigaPoPs"—PSCNYSERNet, Merit, and OARnet—
andprovides2.4GbpstransitbetweerAbilene’s New York
City andIndianapoliscorerouters.CLEV wasselectedor
this studybecausds transitcircuitsareusuallythebusiest
circuitsin the network (see[6]).

A total of 13,589,62&lows werecaptured.Most of the
analysisbelan, however, was performedon a subsetof
theseflows representingt8,301flows eachof whoseto-
tal transferexceededlOMB. The goal in looking at this
smaller set of flows wasto selectonly thoseflows that
attemptedto transfera significantamountof data. This
selectioncriterionremoved mostinteractve TCP sessions
(e.g.,Telnet,SSH),aswell asmostreverseACK flows 2

NetFlow samplingwassetto 1% for all CLEV inputin-
terfaces,allowing all interfacesto be monitoredwithout
undulytaxing therouters CPU. To accountfor sampling,
all throughput,paclet, and octetfigurescited in this pa-
per have beenscaledup by 100. For example, given a
flow recordthat reportsoctets starttime and endtime
we computethe averageTCP throughput(in bits persec-
ond)as8 x 100 x octets/(end_time — start_time).

C. Validation

Informally, we validated this techniquefor estimat-
ing TCP throughputsby comparingactualand estimated
TCP throughputsfor several known flows. Outsidethe

2Neverthelessroughly 2% of the flows in the bulk transferdataset
hadaveragepaclet sizessmallerthan200bytes.
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Fig. 1. EstimatedversusActual TCP Throughputs(log-log
scale)

recordedtestwindow, 11 TCP testflows were generated
usingi per f configuredfor variouswindow sizes(and
consequenbandwidths). Theseflows were run acrossa
transcontinentapath with a round-trip time of 74.4ms
andrangedin bandwidthfrom 389Kbpsto 9.1Mbps. A
twelfth flow of muchhigherbandwidth(86 Mbps)wasrun
acrossa shorterpath having a round-trip time of 20ms.
The actual throughputsof these TCPs were compared
againstestimateshasedon the sampledNetFlov records
capturedat CLEV. Theresult(plottedin Fig. 1) yields a
closefit to thedashedine (y = z).

D. Limitations

Althoughwe areconfidentthat our methodologyis ap-
propriatefor the studyof bulk transferTCPs,sampled\et-
Flow datahascertainlimitations. Mostnotablyandfunda-
mentally:

1. Forflowswith smallnumbersof paclets,samplingdis-
tortsary estimatef the numberof paclets,octetstrans-
fered,or durationof a given flow andthereforethe distri-

butionsof thesgparametersavalid estimateof thenumber
of pacletsin a flow (andits consequenthroughput),re-
quiresthat NetFlon’s 1% samplinghave capturedat least
several paclets (i.e. the flow shouldhave transferedsev-

eralmegabytesof data).

2. NetFlown's 1-secondtime resolutionon startand stop
times exacerbate<error in the estimatesof durationfor

short-lived flows.

3. Certain applications(such as passie FTP and Nap-
ster) use connectionsdetweendynamically allocated(or

not well-known) high-numberegbortsfor datatransfer If

onecouldreliably obsere the thin control flows of these
applications,one could hopeto be able to detectthem.
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However, samplingmakesthis problematic3

Due to the first and secondlimitations, it is impracti-
cal to presentdistributions that include short flows. We
hopethat ongoingwork to install passie monitorsin the
backbonewill allow this studyto be extendedto include
short-lived flows.

Finally, the third limitation precludesuseful charac-
terization of passie FTP flows. However, since most
command-ling=TPclientsuseactive FTPmodeby default
andthereare (anecdotallyery few NATs or firewalls on
Internet2,passie FTP traffic is likely limited to sessions
establishedy Webbrowsers.

1. ANALYSIS OF FULL DATA SET

LTHOUGH this studyfocuseson bulk transfefTCPs,
we digresdoriefly to presentmacroscopicummary
of all flow datacapturedduring the 24-hourobsenration
period. A total of 13,589,626flows were capturedrep-

resenting5,708,878,100paclets and 4,124,494,613,400

octets(3.75TB).4
In this section,all percentagegiven arerelative to the
total numberof reportedpaclets,octets,andflows.

A. TransitTraffic

Traffic that transitsthe CLEV router (i.e., not sourced
or destinedor a CLEV connectorcomprise$2.6%o0f all
capturedbytes,56.9%of all capturedpaclets,and68.0%
of all capturediows.

B. ApplicationMix

Somepopularapplicationsare characterizedn tablel.
Notice that while figuresrepresentingaclets and octets
transferedshouldbe reliable, the numberof flows in ta-
bles| andll shouldonly be comparedvith datacollected
using a similar methodology Sincethe characterization
is basedon NetFlov data,it is necessariljimited to ob-
senation of paclet headers. NNTPR, actve FTR, HTTP,
HTTPS,SSH,SMTR andTelnetall have well-knovn TCP
port numbers.NTP was identifiedby UDP port 123 and
DNS by UDP port53 or TCP port53 (to accountfor zone
transfers). NFS was identified by port 2049 (regardless
of transportlayer protocol). The ICMP row includesall
ICMP traffic. Finally, multicasttraffic wasidentified by
selectingflows with a classD destinationP addresgfirst
four bits equalto 1110).

3Note that even with full information from the Internet2core, we
would not be ableto detectNapstertraffic sincethe controlconnection
would not traversethe Abilene backbone. Leaf sites, howvever, have
successfullyusedNetFlon to monitorapplicationssuchasNapstei4].

4paclet andoctetfigureshave beenscaledby 100to accountor the
configuredl% NetFlov samplingrate.

Traffic type | Packets| Octets| Flows
NNTP 19.36%| 22.79%| 10.95%
Active FTP | 11.90%| 14.24%| 3.10%
HTTP 10.50%| 9.50% | 24.86%
Multicast 6.61%| 6.21%| 1.91%
SSH 1.86%| 1.41%| 1.73%
ICMP 1.44%| 0.85%| 3.29%
DNS 1.42%| 0.25%| 4.19%
SMTP 1.05%| 0.65%| 2.51%
Telnet 0.61%| 0.09%| 1.61%
HTTPS 0.24%| 0.14%| 0.76%
NTP 0.09%| 0.01%| 0.38%
NFS 0.04%| 0.11%| 0.00%
Other 44.88%| 43.75%| 44.71%
TABLE |

FRACTION OF POPULAR APPLICATIONS (FULL DATA SET)

C. Numberof CommunicatingHosts

In thefull dataset,therewere381,430uniquesourcelP
addresses540,986unique destinationlP addressesand
635,731uniquelP addresseéwithout regard of sourceor
destination).Onemight expectthesethreenumbergo be
close,becausery hostusually both sendsandreceves.
Thebulk of thedifferenceis likely explainedby the pres-
enceof a significantnumberof hoststhat sendor receve
only asmallamountof traffic, andfor someof thesehosts,
their traffic goesundetectedy sampledNetFlon. An ad-
ditional reasonfor the different setsof sendersand re-
ceiverscouldbe someroutingasymmetry

D. IP ProtocolMix

IP protocolsdistribution is presentedn tablell. The
table doesnt include 244 protocolsthat carriedlessthan
1/1,000,000tlof all octets.

E. PadcketSizes

Paclet sizeswere estimatedoy averagingwithin each
flow. The mostfrequentpaclet sizesare presentedn ta-
ble 1ll, while the overall distribution is presentedn ta-
ble IV andFig. 2. Therewasalsoa very small number
of flows with averagepaclet sizein the4200-4399ange.
Therewereno flows with averagepaclet sizein the 1600—
4199range.

In tablelll, 40-,41-, and42-octetaveragepaclet sizes
arelikely explainedby the presencef TCP ACKs; 1500-
octetpacletsarelikely full-Ethernet-framepaclets; 576-
octet paclets use the default MSS and we are glad that
their numberis lower than what usedto be the normin
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Sizerange 0-199| 200-399| 400-599
Protocol Paclkets Octets Flows Fraction 43.51% 3.69% 5.61%
ICMP [1] 1.4352%| 0.8475%)| 3.2898% Sizerange| 600-799| 800-999| 1000-1199
IGMP [2] 0.0037%| 0.0011%| 0.0139% Fraction 1.75% 2.98% 7.07%
IP-ENCAP[4] | 0.2558%)| 0.3373%| 0.0299% Sizerange| 1200-1399] 1400-1599] 4400—4599
TCP[6] 85.5653%)| 88.7433%| 83.3340% Fraction 6.34% 28.15% 0.90%
UDP[17] 12.4660%)| 10.0249%| 12.3365%
IPV6 [41] 0.0074%| 0.0028%| 0.0277% TABLE IV
GRE[47] 0.0343%| 0.0140%| 0.0318% AVERAGE PACKET SIzE DISTRIBUTION (FuLL DATA SET)
ESP[50] 0.0043%| 0.0026%| 0.0060%
AX.25[93] 0.0015%| 0.0002%| 0.0054%
0, 0, 0,
ELI\IﬁrEcl)/(\)/g][ 169] 8222202 88222 02 8838202 the past;44-octetaveragepaglet sizemaybegxplaingdby
Other 0.0023%| 0.0040% 0.0094% thepresenc_e)f TCPACKSWlth space-occupng options;
44700ctetsis the AbileneMTU; finally, 552-octepaclets
TABLE Il arelikely sentby TCPsthat generates12-octetpayload.

We do notknow whether52-octetaveragepaclet sizecor

IP PROTOCOLS DISTRIBUTION (FULL DATA SET) )
respondgo ary realphenomenoin the network.

IV. ANALYSIS OF BULK TRANSFER TCPs
E have selected48,301TCP flows that have trans-

Paclet size 40 1500 52 fered more than 10,000,0000ctetS for further

Frequeng | 18.88%| 12.00%| 4.05% study and analysis. It shouldbe pointed out that while

Packetsize 552 a1 42 1% samplingsignificantlydistortsthedistribution of num-

Frequeng 2.09%| 1.83%| 1.09% bersof pacletsand octets,aswell asof duratignsof all

Pacletsize 24 2470 576 flows, these'bulk tran;fgr”flows’ datgare relatr\/ely sgfe

Frequeny 090%!| 0.85%! 078% to simply scaleto obtainits moredetailedcharacteristics.

Bulk TCPstransfered.,508,141,00paclets(26.4%of

TABLE Il total)and2,128,871,432,700ctets(1.93TB, 51.6%0f to-

MOST FREQUENT AVERAGE PACKET SiZES (FULL DATA tgl), sothey represenasignificantfractionof network traf-
SET) IC.

Subsequentlyn this section,all reportedpercentages
arerelative to numberof flows, octets andpacletsof bulk
transferflows.

i A. TransitTraffic

wl | In thebulk TCPsdataset,therewere26,089(54%)tran-
sit flows that accountedfor 785,009,800(52%) paclets
and1,007,297,291,30(D.9TB or 47%) of octets.

35

B. ApplicationMix

Percentage

Thesetof identifiedpopularapplicationgor bulk TCPs
wasessentiallyreducedo NNTP andactive FTP (seeta-
ble V).

N
o
T

C. Numberof CommunicatingHosts

0 500 1000 1500

I
4500

_ The numberof usersof bulk TCPsis presentedn ta-
ble VI. The numberof NNTP sourcesapproximateshe
numberof net-navs senerson Internet2. The numberof

! ! ! ! !
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Average packet size

Fig. 2. AveragePaclket SizeHistogram(Full DataSet
g 9 9 ( ) 5Taking samplinginto account,we’ve actually selectedflows with

morethan100,0000ctets.
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Traffic type | Packets| Octets| Flows

NNTP 27.48%| 27.15%| 18.94%

Active FTP | 21.93%| 19.40%| 20.14%

HTTP 2.86%| 2.59%| 3.52%

HTTPS 0.08%| 0.06%| 0.05%

Other 47.64%| 50.79%| 57.34%
TABLE V

FRACTION OF POPULAR APPLICATIONS (BULK TCPS)

Sources| Destinations| Spealers

All flows 2983 4450 6987

Active FTP 278 501 772

NNTP 42 60 74
TABLE VI

NUMBER OF UNIQUE IPs (BuLKk TCPSs)

actve modeFTPsourcesapproximateshenumberof FTP
senersthatfrequentlysene largefiles on Internet?2.

D. PadketSizes

Paclet sizeswere estimatedn the samemannerasfor
thefull dataset. Most frequentpaclet sizesarepresented
in tableVIl. Overall paclet size distribution is shavn in
tableVIll andFig. 3. Therewasalsoa very smallnumber
of flows with averagepaclet sizein the4200-439%ange.
Therewereno flowswith averagepaclet sizein the 1600—
4199range.

We felt that the fact that some hostshave taken ad-
vantageof paclets that had exactly the size of Abilene
MTU desered specialattention. Notice that sinceno ac-
tual paclet can be larger than 4470 octets, the fact that
the averagepaclet sizefor a given flow was4470octets
(whenroundedoff to an integer) indicatesthat an over
whelmingmajority of pacletswithin theflow actuallyhad
sizesof 44700ctets. We have selectedall flows from the

Paclet size 1500 552 | 4470

Frequeng | 17.42%| 4.32% | 3.23%

Paclet size 1499 | 1496| 1497

Frequeng 2.37%| 2.34% | 2.24%

Paclet size 1498 | 1495| 1494

Frequeng 2.21%| 2.05% | 1.86%
TABLE VII

MOST FREQUENT AVERAGE PACKET SIZES (BULK TCPS)
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Fig. 3. AveragePacket SizeHistogram(Bulk TCPs)

Sizerange 0-199 200-399| 400-599

Fraction 2.00% 0.01% 6.39%

Sizerange| 600-799| 800-999| 1000-1199

Fraction 0.69% 3.14% 8.48%

Sizerange| 1200-1399 1400-1599| 4400-4599

Fraction 12.86% 63.02% 3.40%
TABLE VI

AVERAGE PACKET SIZE DISTRIBUTION (BuLk TCPS)

set of bulk TCPswith averagepaclet size 4470; there
were 370 suchflows. It turnedout thatall of themwent
from the samehost to the samehost. The sourceAS
was NSFNETTEST14-Ag237] (Merit); the destination
aswas AMES-NAS-GW [24] (NASA AMES). The des-
tination port numberwas 5900; sourceport numberwas
differentfor eachflow. Applicationsthatusethe unregis-
teredport5900includeVirtual Network Compute(VNC),
BemgenSoundSener, JabberandSharedFXP

In table VII, 1500-, 1499-, 1496-, 1497-, 1498-, and
1495-octetaveragepaclet size might be all explainedby
thepresencef alargenumberof 1500-octepacletsalong
with amuchsmallernumberof shorterpaclets.

E. Flow Concurency

Samplinglimitationspreventonefrom reliably comput-
ing flow concurreng for the full dataset. At the same
time, bulk TCPsare longer and have larger numbersof
paclets,sothe errorin their reportedstartandstoptimes
(relative to their duration)is smaller Therefore for bulk
TCPsit is possibleto find out their averageconcurreng.
Themeanconcurreng (computedasthe sumof durations
of all bulk TCPflows divided by the numberof seconds$n
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aday)wasl197.4.

Further we were able to computewith an acceptable
degreeof reliability the numberof concurrentoulk TCPs
going throughthe CLEV routerat ary given pointin the
day To avoid ary biasatthe beginningandthe endof the
obsenration period we have consideredhe time circular
for the purposesf concurreng computationge.g., sec-
ond 86537wasconsideredhe sameassecondl37). This
wrap-aroundnly affectsinitial 30 minutesof theobsenra-
tion interval. Thenumberof concurrenflowsis relatvely
stableand doesnt dependmuch on the time of the day
(seeFig.4; notethatthe scaleon the ordinatewaschosen
to shawv the maximumamountof information).

F. ThroughputDistribution

Observingthroughputdistribution of bulk TCP flows
was the primary motivation of this paper Its graphical
representatiors shavn on Fig. 5 (logarithmicscaleonthe
ordinate)andFig. 7 (logarithmicscaleon both axes). On
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Fig. 6. ThroughputDistribution of Bulk TCPs(20—40Mbps
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ThroughputKbps) | Size(KB) | Duration(s)

Min 44 9,766 3
50% 880 16,259 190
10% 3,942 98,111 950
5% 6,780| 166,098 1,796
1% 23,000 442,892 1,801
Max 132,416| 3,879,384 1,803

TABLE IX
SELECTED POINTS FROM DISTRIBUTION GRAPHS (BULK
TCPs)



ACM SIGCOMM INTERNET MEASUREMENTWORKSHOP2001

01

0.01

1-CDF

0.001

N

.
L
0.0001 | T
.

+

+

le-05
0

! ! ! ! !
1.5e+09 2e+09 2.5e+09 3e+09 3.5e+09

Total transfer size (octets)

L L
5e+08 1le+09 4e+09

Fig. 8. TransferSizeDistribution of Bulk TCPs(log scale)

0.1

0.01 -

1-CDF

0.001

-

ety

0.0001 |-

+

1e-05
1e+06

L L
1le+08 1le+09

Total transfer size (octets)

L
1le+07 1le+10

Fig. 9. TransferSizeDistribution of Bulk TCPs(log-log scale)

all distribution plots,we usel — CDF ontheordinate;the
reasorfor that(ratherthanusingjustthecumulatie distri-
bution function) is thatwe’re mostly interestedn the tail
of thedistribution, therefore having densityfunction (not
readily available) or 1 — CDF revealsmore information
whentheordinatehaslogarithmicscale.

Notice thatthe 20-40Mbps interval hassomeinterest-
ing structure.It is shavn in normalcoordinate®n Fig. 6.

Actual numberdor characteristizalues(median,10%,
5%, and1% morethan)canbefoundin thefirst columnof
tablelX.

G. TransferSizeDistribution

Transfersizes(Fig. 8, Fig. 9) aregenerallyaffectedby
the 30-minutecut-of interval in NetFlov. The main ef-
fectis for thoseb.3% of flows thatwereevicted from the
NetFlowv cacheat 30-minutecut-off.
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Fig. 10. DurationDistribution of Bulk TCPs

H. Duration Distribution

NetFlow cutsoff flows thatarelongerthan30 minutes.
This is the default timer, andwe didn't changeit. Fig.10
shaws the obsereddistribution of durationof bulk TCPs.

I. Top10List

A NetFlov studywould beincompletewithouta Top 10
list of users. TableX excludesflows thatlasted120 sec-
ondsor less(becausé¢he throughputgaugeis lessreliable
for them)andlists at mosta single (fastestflow from ary
givenpair of sourceanddestinatiomAS numbers.

V. DISCUSSION

NTERNETZ2hasa relatively high percentagef ICMP

traffic. This is likely explained by a well-developed
measuremerihfrastructure.Higherfraction of UDP than
in someearlierstudiesof variousnetworks probablyis ex-
plainedby deplaymentof multicastandstreamingof mul-
timedia content. We expectthat commercialbackbones
would have lower multicastnumbersevenif multicastis
enabled(within Internet2community a major factorthat
holdsbackmulticastgrowth is supporiof multicastin cam-
pusnetworks).

We expectthat TCP throughputon Internet2shouldbe
higherthanoncommerciahetworksbecausef bettercon-
nectiity of end-usersand lack of backbonecongestion.
It shouldbe said, however, that the obsered bulk TCP
throughputis surprisinglylow given the infrastructurein
place(10BaseThalf-duplex minimal end-hostconnecti-
ity and100BaseTiull-duplex typical for anything thatre-
quires high network performance;an OC-48cbackbone
that hasvirtually no lossand very low jitter, OC-12cor
OC-3caccesgircuits). We hypothesizehatthe obsered
bulk TCP throughputs to a large extentexplainedby in-
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App Mbps| pkt| secs| Src Src | Dest Dest

size AS port | AS port
VNC? 132 | 4470| 240 | NSFNETTEST14-Ag237] 2049 | AMES-NAS-GW [24] 5900
Unknowvn 55| 1500| 239 | PSCNETHS-TESTAS[1207] | 2224 | AMES-NAS-GW [24] 5789
Unknowvn 29| 1490| 375| CORNELL[26] 4550 | NCSA-AS[1224] 10196
Unknowvn 26 | 1493 | 223 | PENN-STATE [3999] 17695 | ARGONNE-AS[683] 51008
FTP 24| 1499 | 1122 | PSCNETHS-TESTAS[1207] | 2492 | NSFNETTEST14-A3237] 20
FTP 16 | 1406 | 260 | NLM-GW [70] 20 | INDIAN A-AS [87] 39130
FTP 12 | 1400| 837 | NLM-GW [70] 20 | UIUC [38] 9949
Unknowvn 11| 1500| 144 | NCSA-AS[1224] 45513 | BUFFALO-ASN [3685] 1528
FTP 10| 1481| 293 | NASA-HPCC-ESH7847] 14167 | NIST-BOULDER[2648] 20
FTP 9 | 1423| 374 | SWCHS(C[19925] 3448 | UPENN-CIS[55] 20

TABLE X

FASTEST FLOWS WITH UNIQUE AS SOURCE AND DESTINATION (BuLK TCPS)

adequatd CPwindow sizesandfailedduplex negotiations
with Etherneswitches.

It shouldbe pointedout thatwe couldonly identify just
over half of the obseredtraffic. We expectpassie mode
FTPandNapsterto be major contritutersto the unidenti-
fied fraction.

Mark Fullmerof the Ohio Internet2TechnologyEvalu-
ationCenter(ITEC) is producingnightly reports[2] based
on AbileneNetFlow data.

Thequestionghatwe couldnotansweiinclude:

1. What is the distribution of throughput,duration, and

transfersizeof all TCP connections?

2. Whatfraction of the differencebetweenthe numberof

IP sourcesanddestinationgsubsectionll-C) is explained
by routingasymmetry?

3. How areTCP optionsusedon Internet2?

4. Whatapplicationsare usingthe network? It would be

desirableto identify more than 55% of traffic (subsec-
tion 111-B); we could not identify passie modeFTP and
Napster

5. For whatfractionof bulk TCP connectionss through-
putlimited by thewindow sizeandwhatfractionof pack-
etsand octetsdo theseconnectionsarry? What arethe

othermajorlimiting factors;canoneidentify duplex mis-

matchfrom thebackbone?

Having full (and not sampled)NetFlov datafrom the
network would answerguestionsl and2.

In orderto answerquestion3, onewould needacces$o
morethanjust NetFlon data.Sampledpassie monitoring
thatcapturesenoughof eachpaclet (e.g.,50 octets)would
be sufiicientto answerthis question.

To answerquestion4, full passie monitoring datais
required(e.g.,onewould be ablethento obsere passie

modeFTP controlconnectiongindbeableto identify data
connections).To identify traffic from Napster morethan
datafrom Internet2coreis required ,sinceonewould need
to obsenre control connectionghat do not traverselnter

net2. Having a Napsterusagestudy performedat a few

leaf siteswould contrilute to the answerto this question.
Obsenationof paclet payloadsanhelpidentify moreap-
plications.

Finally, to answerthefirst partof questions, morethan
just passie monitoringis required,but rathera combina-
tion of passve (to learnaboutadwertizedwindow sizesand
achieved throughput)and active (to learn the round-trip
time) monitoring; since minimal round-trip time doesnt
changevery often(only dueto routingchangesgctive and
passie measurementsanbe separatedn time. The sec-
ond part of this questionwould likely requirenon-trvial
actve measurementsombinedwith passie obseration;
active measurementsould have to happenwhile thecon-
nectionis active We do not expectthat a studyto an-
swerquestion5 would considerall TCP connectionghat
go throughinternet2core;samplingof connectionsvould
beappropriate.

Passie monitoringdevicesarecurrentlybeingdeplged
in Internet2coreto helpanswertheseandotherquestions.

Internet2welcomesadditionalresearctbasedon these

and related measurementata. Interestedresearchers
shouldcontactthe authors.
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