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TCPUseandPerformanceon Internet2
Stanislav Shalunov, BenjaminTeitelbaum

Abstract— SampledNetFlow data fr om a core Inter net2
router areanalyzedto characterizethe curr ent useand per-
formance of Inter net2, with particular emphasison bulk
TCP transfers. The distrib ution of thr oughput, transfer size,
duration, and averagepacket sizefor 48,301observed bulk
TCPs is presented. The top 10% of bulk transfer TCPs
achieved thr oughputs of 3.9Mbps or greater, while the top
1% of bulk transfer TCPsachieved thr oughputsof 23Mbps
or greater. The median bulk transfer TCP thr oughput ob-
servedwas880Kbps. Summariesof application and IP pro-
tocol mixes are presented. Popular applications included:
NNTP (19.3% packets, 22.8% octets), active FTP (11.9%
packets,14.2% octets),HTTP (10.5% packets,9.5% octets),
and multicast (6.6% packets, 6.2% octets). Most used IP
protocols were TCP (85.6% packets, 88.7% octets), UDP
(12.5% packets, 10.0% octets), and ICMP (1.4% packets,
0.8% octets).

Keywords— Inter net2, Abilene, OC-48c, backbone,TCP,
thr oughput, NetFlow.

I . INTRODUCTION

HE Abilenebackbonenetwork [1] forms thecoreof
the high-performanceInternet2network infrastruc-

ture, connectingover 190 U.S. universitiesand research
centersthrough 50 accesscircuits connectingat twelve
core routers. Accesscircuits run at 155Mbps (OC-3c),
622Mbps (OC-12c),or 2.4Gbps(OC-48c)speeds,while
interior circuits connectingcore routersrun at 2.4Gbps.
All interior circuits and most accesscircuits are packet-
over-SONET(POS).TheremainingaccesscircuitsareIP-
over-ATM. Abilenepeerswith over20networksincluding
the vBNS, U.S. federalagency networks (ESnet,NREN,
DREN), and numerousnon-U.S. high-performancere-
searchand educationnetworks. Abilene routing policy
assuresthat Abilene only carriestraffic betweenresearch
andeducationalinstitutionsandnot to or from the com-
mercial Internet. Abilene is truly at the coreof Internet2
andrepresentsanappropriatelocusfor macroscopicstudy
of Internet2performance.

CiscoNetFlow export wasusedto captureover 13 mil-
lion “flows” over a 24-hourperiodfrom a singleAbilene
corerouter. Ouranalysis,however, focusesmostlyonbulk
TCP transfers. We presentdistributions and analysesof
throughputs,transferdurations,andtransfersizesfor over
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48 thousandbulk TCPs.
The structureof the paper is as follows. SectionII

describeshow sampledNetFlow datawerecollected,the
methodologyemployed for extrapolating thesedata to
characterizethe useand performanceof TCPs in Inter-
net2,andan experimentalvalidationof the methodology
appliedto estimatingthe throughputof bulk TCPs. Sec-
tion III summarizesthecompletedatasetwith anempha-
sis on IP protocolandapplicationmix. The heartof the
paperis in SectionIV, which presentsan analysisof the
distribution of throughput,transfersize,duration,andav-
eragepacket sizefor 48,301observedbulk TCPs.Section
V concludesby highlightingour mostsignificantfindings
andraisingseveralquestionsfor futurework.

I I . METHODOLOGY

HE datapresentedin this paperare basedon sam-
pled Cisco NetFlow [3] recordscapturedfrom the

AbileneCleveland(CLEV) corerouterover a 24-hourpe-
riod beginning 19 June2001 at 23:00 UTC. Thesedata
werescaledto adjustfor samplingandthenusedto esti-
matethroughputandothermetrics. This sectionpresents
anoverview of NetFlow, ourNetFlow-basedmeasurement
methodology, resultsfrom avalidationexercise,andadis-
cussionof limitations.

A. NetFlow

Originally a side-effect of route caching for per-
formance, NetFlow monitoring has becomea widely-
supportedfeatureof Cisco routers. NetFlow monitors
“flows”, whichCiscodefinesas“a unidirectionalsequence
of packets betweengiven sourceand destinationend-
points”[5]. Flow endpointsare identified by sourceand
destinationIP addresses,aswell asby transportlayerport
number. Other defining attributesof a flow include: IP
Protocoltype,Typeof Service(ToS),andinput interface.
New flowsarecachedin a “flow table”andaccountingin-
formationfor themmaintainedwhile theflow is active. A
flow may be expired andevicted from the flow table for
any of thefollowing reasons:� Flow hasbeenidle 15seconds1;� Flow hasbeenactive for longerthan30minutes

�
;� Flow is TCPandeitheraFIN or anRSTwascaptured;�

NetFlow is highly configurable;thespecificvaluesmentionedhere
werethoseconfiguredto collectthedatafor this paper.
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� Flow is amongthe oldestin a full flow table(NetFlow
appliesvariousheuristicsto agegroupsof flows).

Groupsof evicted flow recordsarecollectedinto UDP
datagrams,which are exported from the router and col-
lectedexternally.

B. DataCollection

Sampledversion5 NetFlow recordswerecapturedfrom
theAbileneCleveland(CLEV) corerouterover a 24-hour
period beginning 19 June2001 at 23:00 UTC. NetFlow
version5 flow recordattributesusedin this paperinclude:
the IP addresses,transportlayer port numbers,and AS
numbersfor the sourceanddestination;the valuesof the
IP protocolandTOSfields;SNMPindicesof theinputand
output interfaceson the collecting router; start and stop
times;andcountersfor observed packetsandoctets. Be-
causeNetFlow’s cacheexpirationpolicy cankeepa long-
lived flow in the flow tablefor up to thirty minutes,over
twenty-five hoursof datawere capturedand reducedto
a dataset of flows having start times within the above-
mentioned24-hourperiod.

The CLEV core router has accesscircuits for four
“GigaPoPs”—PSC,NYSERNet, Merit, and OARnet—
andprovides2.4GbpstransitbetweenAbilene’sNew York
City andIndianapoliscorerouters.CLEV wasselectedfor
thisstudybecauseits transitcircuitsareusuallythebusiest
circuitsin thenetwork (see[6]).

A total of 13,589,626flows werecaptured.Most of the
analysisbelow, however, was performedon a subsetof
theseflows representing48,301flows eachof whoseto-
tal transferexceeded10MB. The goal in looking at this
smallerset of flows was to selectonly thoseflows that
attemptedto transfera significantamountof data. This
selectioncriterionremovedmostinteractive TCPsessions
(e.g.,Telnet,SSH),aswell asmostreverseACK flows.2

NetFlow samplingwassetto 1%for all CLEV input in-
terfaces,allowing all interfacesto be monitoredwithout
unduly taxing therouter’s CPU.To accountfor sampling,
all throughput,packet, andoctetfigurescited in this pa-
per have beenscaledup by 100. For example,given a
flow recordthat reportsoctets, start time, and end time,
we computetheaverageTCPthroughput(in bits persec-
ond)as

�����	�
���
�������	���
��������� ���� ��"!#���%$'&�� ���� (�*)
.

C. Validation

Informally, we validated this techniquefor estimat-
ing TCP throughputsby comparingactualandestimated
TCP throughputsfor several known flows. Outsidethe+

Nevertheless,roughly 2% of the flows in the bulk transferdataset
hadaveragepacket sizessmallerthan200bytes.
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Fig. 1. EstimatedversusActual TCP Throughputs(log-log
scale)

recordedtestwindow, 11 TCP testflows weregenerated
usingiperf configuredfor variouswindow sizes(and
consequentbandwidths). Theseflows were run acrossa
transcontinentalpath with a round-trip time of 74.4ms
andrangedin bandwidthfrom 389Kbps to 9.1Mbps. A
twelfth flow of muchhigherbandwidth(86Mbps)wasrun
acrossa shorterpath having a round-trip time of 20ms.
The actual throughputsof theseTCPs were compared
againstestimatesbasedon the sampledNetFlow records
capturedat CLEV. The result (plotted in Fig. 1) yields a
closefit to thedashedline ( -�.0/ ).

D. Limitations

Althoughwe areconfidentthatour methodologyis ap-
propriatefor thestudyof bulk transferTCPs,sampledNet-
Flow datahascertainlimitations.Mostnotablyandfunda-
mentally:

1. For flowswith smallnumbersof packets,samplingdis-
tortsany estimatesof thenumberof packets,octetstrans-
fered,or durationof a givenflow andthereforethedistri-
butionsof theseparameters;avalid estimateof thenumber
of packets in a flow (and its consequentthroughput),re-
quiresthatNetFlow’s 1% samplinghave capturedat least
several packets (i.e. the flow shouldhave transferedsev-
eralmegabytesof data).
2. NetFlow’s 1-secondtime resolutionon start and stop
times exacerbateserror in the estimatesof duration for
short-livedflows.
3. Certain applications(such as passive FTP and Nap-
ster) useconnectionsbetweendynamicallyallocated(or
not well-known) high-numberedportsfor datatransfer. If
onecould reliably observe the thin control flows of these
applications,one could hope to be able to detectthem.
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However, samplingmakesthis problematic.3

Due to the first and secondlimitations, it is impracti-
cal to presentdistributions that include short flows. We
hopethat ongoingwork to install passive monitorsin the
backbonewill allow this studyto be extendedto include
short-livedflows.

Finally, the third limitation precludesuseful charac-
terization of passive FTP flows. However, since most
command-lineFTPclientsuseactiveFTPmodeby default
andthereare(anecdotally)very few NATs or firewalls on
Internet2,passive FTP traffic is likely limited to sessions
establishedby Webbrowsers.

I I I . ANALYSIS OF FULL DATA SET

LTHOUGHthisstudyfocusesonbulk transferTCPs,
wedigressbriefly to presentamacroscopicsummary

of all flow datacapturedduring the 24-hourobservation
period. A total of 13,589,626flows were capturedrep-
resenting5,708,878,100packets and 4,124,494,613,400
octets(3.75TB).4

In this section,all percentagesgiven arerelative to the
total numberof reportedpackets,octets,andflows.

A. TransitTraffic

Traffic that transitsthe CLEV router (i.e., not sourced
or destinedfor aCLEV connector)comprises52.6%of all
capturedbytes,56.9%of all capturedpackets,and68.0%
of all capturedflows.

B. ApplicationMix

Somepopularapplicationsarecharacterizedin tableI.
Notice that while figuresrepresentingpackets andoctets
transferedshouldbe reliable, the numberof flows in ta-
blesI andII shouldonly becomparedwith datacollected
using a similar methodology. Sincethe characterization
is basedon NetFlow data,it is necessarilylimited to ob-
servation of packet headers. NNTP, active FTP, HTTP,
HTTPS,SSH,SMTP, andTelnetall havewell-known TCP
port numbers.NTP wasidentifiedby UDP port 123 and
DNS by UDP port53 or TCPport 53 (to accountfor zone
transfers). NFS was identified by port 2049 (regardless
of transportlayer protocol). The ICMP row includesall
ICMP traffic. Finally, multicasttraffic was identifiedby
selectingflows with a classD destinationIP address(first
four bitsequalto 1110).1

Note that even with full information from the Internet2core, we
would notbeableto detectNapstertraffic sincethecontrolconnection
would not traversethe Abilene backbone.Leaf sites,however, have
successfullyusedNetFlow to monitorapplicationssuchasNapster[4].2

Packet andoctetfigureshave beenscaledby 100to accountfor the
configured1% NetFlow samplingrate.

Traffic type Packets Octets Flows
NNTP 19.36% 22.79% 10.95%
Active FTP 11.90% 14.24% 3.10%
HTTP 10.50% 9.50% 24.86%
Multicast 6.61% 6.21% 1.91%
SSH 1.86% 1.41% 1.73%
ICMP 1.44% 0.85% 3.29%
DNS 1.42% 0.25% 4.19%
SMTP 1.05% 0.65% 2.51%
Telnet 0.61% 0.09% 1.61%
HTTPS 0.24% 0.14% 0.76%
NTP 0.09% 0.01% 0.38%
NFS 0.04% 0.11% 0.00%
Other 44.88% 43.75% 44.71%

TABLE I
FRACTION OF POPULAR APPLICATIONS (FULL DATA SET)

C. Numberof CommunicatingHosts

In thefull dataset,therewere381,430uniquesourceIP
addresses,540,986uniquedestinationIP addresses,and
635,731uniqueIP addresses(without regardof sourceor
destination).Onemight expectthesethreenumbersto be
close,becauseany hostusuallyboth sendsandreceives.
Thebulk of thedifferenceis likely explainedby thepres-
enceof a significantnumberof hoststhat sendor receive
only asmallamountof traffic, andfor someof thesehosts,
their traffic goesundetectedby sampledNetFlow. An ad-
ditional reasonfor the different setsof sendersand re-
ceiverscouldbesomeroutingasymmetry.

D. IP ProtocolMix

IP protocolsdistribution is presentedin table II. The
tabledoesn’t include244 protocolsthat carriedlessthan
1/1,000,000thof all octets.

E. Packet Sizes

Packet sizeswere estimatedby averagingwithin each
flow. The mostfrequentpacket sizesarepresentedin ta-
ble III, while the overall distribution is presentedin ta-
ble IV andFig. 2. Therewasalso a very small number
of flows with averagepacket sizein the4200–4399range.
Therewerenoflowswith averagepacketsizein the1600–
4199range.

In tableIII, 40-, 41-, and42-octetaveragepacket sizes
arelikely explainedby thepresenceof TCPACKs; 1500-
octetpacketsarelikely full-Ethernet-framepackets; 576-
octet packets usethe default MSS and we are glad that
their numberis lower than what usedto be the norm in
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Protocol Packets Octets Flows
ICMP [1] 1.4352% 0.8475% 3.2898%
IGMP [2] 0.0037% 0.0011% 0.0139%
IP-ENCAP[4] 0.2558% 0.3373% 0.0299%
TCP[6] 85.5653% 88.7433% 83.3340%
UDP [17] 12.4660% 10.0249% 12.3365%
IPV6 [41] 0.0074% 0.0028% 0.0277%
GRE[47] 0.0343% 0.0140% 0.0318%
ESP[50] 0.0043% 0.0026% 0.0060%
AX.25 [93] 0.0015% 0.0002% 0.0054%
PIM [103] 0.0088% 0.0008% 0.0150%
Unknown [169] 0.2154% 0.0215% 0.9006%
Other 0.0023% 0.0040% 0.0094%

TABLE II
IP PROTOCOLS DISTRIBUTION (FULL DATA SET)

Packet size 40 1500 52
Frequency 18.88% 12.00% 4.05%

Packet size 552 41 42
Frequency 2.09% 1.83% 1.09%

Packet size 44 4470 576
Frequency 0.90% 0.85% 0.78%

TABLE III
MOST FREQUENT AVERAGE PACKET SIZES (FULL DATA

SET)
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Fig. 2. AveragePacketSizeHistogram(Full DataSet)

Sizerange 0–199 200–399 400–599
Fraction 43.51% 3.69% 5.61%

Sizerange 600–799 800–999 1000–1199
Fraction 1.75% 2.98% 7.07%

Sizerange 1200–1399 1400–1599 4400–4599
Fraction 6.34% 28.15% 0.90%

TABLE IV
AVERAGE PACKET SIZE DISTRIBUTION (FULL DATA SET)

thepast;44-octetaveragepacketsizemaybeexplainedby
thepresenceof TCPACKswith space-occupying options;
4470octetsis theAbileneMTU; finally, 552-octetpackets
are likely sentby TCPsthat generate512-octetpayload.
Wedonotknow whether52-octetaveragepacket sizecor-
respondsto any realphenomenonin thenetwork.

IV. ANALYSIS OF BULK TRANSFER TCPS

E have selected48,301TCPflows thathave trans-
fered more than 10,000,000octets5 for further

study and analysis. It shouldbe pointedout that while
1%samplingsignificantlydistortsthedistribution of num-
bersof packets andoctets,aswell asof durationsof all
flows, these“bulk transfer”flows’ dataarerelatively safe
to simply scaleto obtainits moredetailedcharacteristics.

Bulk TCPstransfered1,508,141,000packets(26.4%of
total)and2,128,871,432,700octets(1.93TB, 51.6%of to-
tal), sothey representasignificantfractionof network traf-
fic.

Subsequentlyin this section,all reportedpercentages
arerelative to numberof flows,octets,andpacketsof bulk
transferflows.

A. TransitTraffic

In thebulk TCPsdataset,therewere26,089(54%)tran-
sit flows that accountedfor 785,009,800(52%) packets
and1,007,297,291,300(0.9TB or 47%)of octets.

B. ApplicationMix

Thesetof identifiedpopularapplicationsfor bulk TCPs
wasessentiallyreducedto NNTP andactive FTP(seeta-
ble V).

C. Numberof CommunicatingHosts

The numberof usersof bulk TCPsis presentedin ta-
ble VI. The numberof NNTP sourcesapproximatesthe
numberof net-news serverson Internet2.Thenumberof4

Taking samplinginto account,we’ve actually selectedflows with
morethan100,000octets.
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Traffic type Packets Octets Flows
NNTP 27.48% 27.15% 18.94%
Active FTP 21.93% 19.40% 20.14%
HTTP 2.86% 2.59% 3.52%
HTTPS 0.08% 0.06% 0.05%
Other 47.64% 50.79% 57.34%

TABLE V
FRACTION OF POPULAR APPLICATIONS (BULK TCPS)

Sources Destinations Speakers
All flows 2983 4450 6987
Active FTP 278 501 772
NNTP 42 60 74

TABLE VI
NUMBER OF UNIQUE IPS (BULK TCPS)

activemodeFTPsourcesapproximatesthenumberof FTP
serversthatfrequentlyserve largefiles on Internet2.

D. Packet Sizes

Packet sizeswereestimatedin thesamemannerasfor
thefull dataset.Most frequentpacket sizesarepresented
in tableVII. Overall packet sizedistribution is shown in
tableVIII andFig. 3. Therewasalsoa very smallnumber
of flows with averagepacket sizein the4200–4399range.
Therewerenoflowswith averagepacketsizein the1600–
4199range.

We felt that the fact that somehostshave taken ad-
vantageof packets that had exactly the size of Abilene
MTU deserved specialattention.Notice thatsinceno ac-
tual packet can be larger than 4470 octets,the fact that
the averagepacket sizefor a given flow was4470octets
(when roundedoff to an integer) indicatesthat an over-
whelmingmajorityof packetswithin theflow actuallyhad
sizesof 4470octets.We have selectedall flows from the

Packet size 1500 552 4470
Frequency 17.42% 4.32% 3.23%

Packet size 1499 1496 1497
Frequency 2.37% 2.34% 2.24%

Packet size 1498 1495 1494
Frequency 2.21% 2.05% 1.86%

TABLE VII
MOST FREQUENT AVERAGE PACKET SIZES (BULK TCPS)
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Fig. 3. AveragePacketSizeHistogram(Bulk TCPs)

Sizerange 0–199 200–399 400–599
Fraction 2.00% 0.01% 6.39%

Sizerange 600–799 800–999 1000–1199
Fraction 0.69% 3.14% 8.48%

Sizerange 1200–1399 1400–1599 4400–4599
Fraction 12.86% 63.02% 3.40%

TABLE VIII
AVERAGE PACKET SIZE DISTRIBUTION (BULK TCPS)

set of bulk TCPs with averagepacket size 4470; there
were370 suchflows. It turnedout that all of themwent
from the samehost to the samehost. The sourceAS
was NSFNETTEST14-AS[237] (Merit); the destination
aswas AMES-NAS-GW [24] (NASA AMES). The des-
tination port numberwas5900; sourceport numberwas
differentfor eachflow. Applicationsthatusetheunregis-
teredport5900includeVirtual Network Computer(VNC),
BergenSoundServer, Jabber, andSharedFXP.

In table VII, 1500-, 1499-, 1496-, 1497-, 1498-, and
1495-octetaveragepacket sizemight be all explainedby
thepresenceof alargenumberof 1500-octetpacketsalong
with amuchsmallernumberof shorterpackets.

E. Flow Concurrency

Samplinglimitationspreventonefrom reliablycomput-
ing flow concurrency for the full dataset. At the same
time, bulk TCPsare longer and have larger numbersof
packets,so theerror in their reportedstartandstoptimes
(relative to their duration)is smaller. Therefore,for bulk
TCPsit is possibleto find out their averageconcurrency.
Themeanconcurrency (computedasthesumof durations
of all bulk TCPflowsdividedby thenumberof secondsin
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Fig. 5. ThroughputDistributionof Bulk TCPs(log scale)

aday)was197.4.
Further, we were able to computewith an acceptable

degreeof reliability thenumberof concurrentbulk TCPs
going throughthe CLEV routerat any given point in the
day. To avoid any biasat thebeginningandtheendof the
observation period we have consideredthe time circular
for the purposesof concurrency computations(e.g., sec-
ond86537wasconsideredthesameassecond137). This
wrap-aroundonly affectsinitial 30minutesof theobserva-
tion interval. Thenumberof concurrentflows is relatively
stableand doesn’t dependmuch on the time of the day
(seeFig.4; notethat thescaleon theordinatewaschosen
to show themaximumamountof information).

F. ThroughputDistribution

Observingthroughputdistribution of bulk TCP flows
was the primary motivation of this paper. Its graphical
representationis shown onFig. 5 (logarithmicscaleonthe
ordinate)andFig. 7 (logarithmicscaleon bothaxes). On
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Fig. 6. ThroughputDistribution of Bulk TCPs(20–40Mbps
Interval Enlarged)
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Fig. 7. ThroughputDistributionof Bulk TCPs(log-log scale)

Throughput(Kbps) Size(KB) Duration(s)
Min 44 9,766 3
50% 880 16,259 190
10% 3,942 98,111 950
5% 6,780 166,098 1,796
1% 23,000 442,892 1,801

Max 132,416 3,879,384 1,803

TABLE IX
SELECTED POINTS FROM DISTRIBUTION GRAPHS (BULK

TCPS)
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Fig. 9. TransferSizeDistributionof Bulk TCPs(log-logscale)

all distribution plots,weuse
�6!87:9<;

on theordinate;the
reasonfor that(ratherthanusingjust thecumulativedistri-
bution function) is thatwe’re mostly interestedin the tail
of thedistribution, therefore,having densityfunction(not
readily available) or

�=!>7:9<;
revealsmore information

whentheordinatehaslogarithmicscale.

Notice that the20–40Mbps interval hassomeinterest-
ing structure.It is shown in normalcoordinateson Fig. 6.

Actualnumbersfor characteristicvalues(median,10%,
5%,and1%morethan)canbefoundin thefirst columnof
tableIX.

G. TransferSizeDistribution

Transfersizes(Fig. 8, Fig. 9) aregenerallyaffectedby
the 30-minutecut-off interval in NetFlow. The main ef-
fect is for those5.3%of flows thatwereevicted from the
NetFlow cacheat 30-minutecut-off.
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Fig. 10. DurationDistribution of Bulk TCPs

H. Duration Distribution

NetFlow cutsoff flows thatarelongerthan30 minutes.
This is the default timer, andwe didn’t changeit. Fig.10
shows theobserveddistribution of durationof bulk TCPs.

I. Top10 List

A NetFlow studywouldbeincompletewithoutaTop10
list of users.TableX excludesflows that lasted120 sec-
ondsor less(becausethethroughputgaugeis lessreliable
for them)andlists at mosta single(fastest)flow from any
givenpairof sourceanddestinationAS numbers.

V. DISCUSSION?
NTERNET2hasa relatively high percentageof ICMP
traffic. This is likely explained by a well-developed

measurementinfrastructure.Higher fractionof UDP than
in someearlierstudiesof variousnetworksprobablyis ex-
plainedby deploymentof multicastandstreamingof mul-
timedia content. We expect that commercialbackbones
would have lower multicastnumbers,even if multicastis
enabled(within Internet2community, a major factor that
holdsbackmulticastgrowth issupportof multicastin cam-
pusnetworks).

We expectthatTCPthroughputon Internet2shouldbe
higherthanoncommercialnetworksbecauseof bettercon-
nectivity of end-usersand lack of backbonecongestion.
It shouldbe said, however, that the observed bulk TCP
throughputis surprisinglylow given the infrastructurein
place(10BaseThalf-duplex minimal end-hostconnectiv-
ity and100BaseTfull-duplex typical for anything that re-
quireshigh network performance;an OC-48cbackbone
that hasvirtually no lossand very low jitter, OC-12cor
OC-3caccesscircuits). We hypothesizethat theobserved
bulk TCPthroughputis to a large extentexplainedby in-
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App Mbps pkt secs Src Src Dest Dest
size AS port AS port

VNC? 132 4470 240 NSFNETTEST14-AS[237] 2049 AMES-NAS-GW[24] 5900
Unknown 55 1500 239 PSCNET-HS-TEST-AS [1207] 2224 AMES-NAS-GW[24] 5789
Unknown 29 1490 375 CORNELL [26] 4550 NCSA-AS[1224] 10196
Unknown 26 1493 223 PENN-STATE [3999] 17695 ARGONNE-AS[683] 51008
FTP 24 1499 1122 PSCNET-HS-TEST-AS [1207] 2492 NSFNETTEST14-AS[237] 20
FTP 16 1406 260 NLM-GW [70] 20 INDIAN A-AS [87] 39130
FTP 12 1400 837 NLM-GW [70] 20 UIUC [38] 9949
Unknown 11 1500 144 NCSA-AS[1224] 45513 BUFFALO-ASN [3685] 1528
FTP 10 1481 293 NASA-HPCC-ESS[7847] 14167 NIST-BOULDER[2648] 20
FTP 9 1423 374 SWCHSC[19925] 3448 UPENN-CIS[55] 20

TABLE X
FASTEST FLOWS WITH UNIQUE AS SOURCE AND DESTINATION (BULK TCPS)

adequateTCPwindow sizesandfailedduplex negotiations
with Ethernetswitches.

It shouldbepointedout thatwe couldonly identify just
over half of theobserved traffic. We expectpassive mode
FTPandNapsterto bemajorcontributersto theunidenti-
fied fraction.

Mark Fullmerof theOhio Internet2TechnologyEvalu-
ationCenter(ITEC) is producingnightly reports[2] based
on AbileneNetFlow data.

Thequestionsthatwe couldnotanswerinclude:

1. What is the distribution of throughput,duration,and
transfersizeof all TCPconnections?
2. What fractionof thedifferencebetweenthenumberof
IP sourcesanddestinations(subsectionIII-C) is explained
by routingasymmetry?
3. How areTCPoptionsusedon Internet2?
4. What applicationsareusingthe network? It would be
desirableto identify more than 55% of traffic (subsec-
tion III-B); we could not identify passive modeFTP and
Napster.
5. For what fractionof bulk TCPconnectionsis through-
put limited by thewindow sizeandwhatfractionof pack-
etsandoctetsdo theseconnectionscarry? What are the
othermajor limiting factors;canoneidentify duplex mis-
matchfrom thebackbone?

Having full (and not sampled)NetFlow datafrom the
network wouldanswerquestions1 and2.

In orderto answerquestion3, onewouldneedaccessto
morethanjustNetFlow data.Sampledpassive monitoring
thatcapturesenoughof eachpacket (e.g.,50octets)would
besufficient to answerthisquestion.

To answerquestion4, full passive monitoring data is
required(e.g.,onewould be ablethento observe passive

modeFTPcontrolconnectionsandbeableto identify data
connections).To identify traffic from Napster, morethan
datafrom Internet2coreis required,sinceonewouldneed
to observe control connectionsthat do not traverseInter-
net2. Having a Napsterusagestudy performedat a few
leaf siteswould contribute to theanswerto this question.
Observationof packetpayloadscanhelpidentify moreap-
plications.

Finally, to answerthefirst partof question5, morethan
just passive monitoringis required,but rathera combina-
tion of passive(to learnaboutadvertizedwindow sizesand
achieved throughput)and active (to learn the round-trip
time) monitoring; sinceminimal round-trip time doesn’t
changeveryoften(only dueto routingchanges)activeand
passive measurementscanbeseparatedin time. Thesec-
ond part of this questionwould likely requirenon-trivial
active measurementscombinedwith passive observation;
active measurementswouldhave to happenwhile thecon-
nection is active. We do not expect that a study to an-
swerquestion5 would considerall TCP connectionsthat
go throughInternet2core;samplingof connectionswould
beappropriate.

Passivemonitoringdevicesarecurrentlybeingdeployed
in Internet2coreto helpanswertheseandotherquestions.

Internet2welcomesadditionalresearchbasedon these
and related measurementdata. Interestedresearchers
shouldcontacttheauthors.
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